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1. INTRODUCTION

The development of digitalization and people's habits in communicating have an impact on the
emergence of data security threats [1]. Humans began to look for solutions to avoid the threat of digitization
such as experiments on cryptanalysis of encryption codes. Encryption and decryption methods are needed as a
way of securing data or called cryptography.

Cryptography is a study or art that studies ways and techniques to keep messages or information secret
in the form of passwords or numeric codes with various encryption methods and algorithms [2]. Encryption is
an idea that is applied as risk management in authentication and integrity issues that are now widely applied
[3]. Cryptography first appeared applying a symmetric algorithm or the so-called secret key algorithm or secret
cipher. Where, this algorithm also has the same encryption key as the decryption key [4].

Encryption and decryption are the main functions of cryptography. The benefits of these two functions
are data security against those who do not have the authority to access information. The encryption process
converts plain text into a complex code called ciphertext. The decryption process returns or changes the
ciphertext to the original text form [5].

Regarding the security of the world of computer technology, there are several security aspects,
including [6] Availability is related to the availability of data and information systems when needed. Integrity
is the protection of data so that it cannot be changed by unauthorized users. Privacy/confidentiality is to protect
data and information from threats and disturbances from unauthorized users.

The hash function is an encrypted code consisting of numbers and letters at random. One of the hash
functions is the Vertical Bit Rotation Algorithm [7]. The Vertical Bit Rotation (VBR) algorithm is a symmetric
algorithm, which uses a 64-bit key and has 32 rounds to process each encrypt or decrypt [8], [9]. The Clipper-
Chip is a commercial chip made by the NSA for encryption and uses the VBR algorithm.

In the encryption simulation by applying the Vertical Bit Rotation algorithm modeling using bit
rotation keys 10, 11, 7, 3, 2, 7, 5, and 4 with text characters in binary form. Then, the decryption simulation
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with the rotation of the bit opposite the encryption process will produce a binary value that will be converted
into ASCII characters. Research related to the application of the Vertical Bit Rotation algorithm as an
encryption code algorithm for online files [10]. The purpose of this study is the implementation of the Vertical
Bit Rotation hash algorithm on text files with bit rotation keys 10, 11, 7, 3, 2, 7, 5, 4.

2. METHOD
This study uses a methodology or simulation method which can be seen in Figure 1.
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Figure 1. Simulations method

The sample text is converted into binary before the encryption process is carried out, the encryption
technique uses the VBR algorithm with a bit key that is created as a simulation. Then the ciphertext generated
from the encryption process will be returned to plaintext in the decryption process.

Vertical Bit Rotation is a cryptographic algorithm that belongs to the type of symmetric cryptography
in the block cipher category [11]. Block cipher is a form of bit block cryptographic algorithm that operates on
plaintext/ciphertext. The VBR algorithm uses blocks with a maximum size of 256 bytes [12]. The flow of the
symmetric cryptography simulation can be seen in Figure 2.
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Figure 2. Simetryc cryptography simulation

In the block formation stage, the text encoding process is carried out by reading the experimental text
bits, then categorized based on the code block size of N bytes [13], [14]. In one block will be divided by
character into 8bits sorted vertically. For the VBR algorithm model with a size of 256 bytes, a bit table with an
area of 8 columns and 256 rows is obtained [15], [16]. The encoding block character is shown in Figure 3.
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Figure 3. VBR algorithm encoding block

In the symmetric algorithm process, there are two processes, namely encryption and decryption. In
the encryption process there are aspects based on the technique of randomizing matrix operations in the form
of bits [3].

The encryption process uses a vertical shift pattern from top to bottom in making encoding blocks in
columns and rows of bits. In the same column, the number of shifts up and down is set at r bits in each of the
same columns, but for each other column, a different amount of shift can be done [17]. In the bit table there
are 8-bit columns, 1 byte = 8-bit with 1 character, so the simulation technique requires 8 value variables to shift
the bits in each column (r1, r2, r3, ... r8).

The encryption technique is carried out in 3 stages, namely selecting the plaintext to be used as
simulation material, then each character in the plaintext is converted into binary numbers into an 8-bit table.
Then the encryption process for bit rotation positions rl, r2, r3, r4, r5, r6, r7, r8 the simulation flow of the
encryption process can be seen in Figure 4.
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Figure 4. Encryption simulation

The decryption process is carried out through 3 stages, namely choosing the Ciphertext which is the
simulation material, then each character in the Ciphertext is converted into binary numbers into an 8-bit table.
Then the process of decrypting the bit rotation positions r1, r2, r3, r4, r5, r6, r7, r8. The simulation flow of the
encryption process can be seen in Figure 5.
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Figure 5. Decryption simulation

3. RESULT AND DISCUSSION

The size of each binary column depends on the variable r rotation. The encryption process with VBR
requires a variable as a bit column rotation that corresponds to the number of bit tables. Block encoding up to
256 numbers defined in ASCII characters. So, the rotation variable comes from the result of character values
in ASCII.

The number of columns in the bit table is 8-bit columns, with each column requiring a variable rotation
of the key in decimal form with a length of 8 characters.

3.1 Encryption Process

The encryption process requires a key to hide the character of each associated bit. In this simulation,
the key that is used as a vertical rotation of the bit value is adjusted to the number of columns, namely 8 decimal
shifters. The key in this simulation is decimal (10, 11, 7, 3,2, 7, 5, 4).

The initial stage is the conversion of plaintext into Binary form, shown in Table 1.
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Table 1. Convert plaintext to binary
Plaintext
character ASCII Bit Table

| 49 0 1

4E
54
45
52
4E
45
54

—mZ>xm4d2Z2
OO0 oo o0oo oo
PP R R R R R
OO0 oo oooo
P OOkFr ORrR O
OO r OO OR
PP P ORERERPREPRO
OO RrRr L, OORrRO
OFr OO kFr OO

Next, the key formation process for each column of the bit table is presented in Table 2.

Table 2. Key formation stage

Plaintext

character ASCIl 10 11 7 3 2 7 5 4
| 49 0 1 0 0 1 0 0 1
N 4E 0 1 0 0 1 1 1 0
T 54 0 1 0 1 0 1 0 O
E 45 0 1 0 0 0 1 0 1
R 52 0 1 0 1 0 0 1 O
N 4E 0 1 0 0 1 1 1 0
E 45 0 1 0 0 0 1 0 1
T 54 0 1 0 1 0 1 0 O

Furthermore, the process of rotating each column of bits with a decimal key in each column, the
rotation of each column is carried out as many as the number of keys.

Column 1(r1) with key 10 then rl is rotated vertically down 10 times, r2 with key 11, then rotated
vertically downwards 11 times, r3 is rotated 7 times, r4 is rotated 3 times, r5 is rotated downwards 2 times, r6
is rotated vertically downwards 7 times, r7 is rotated vertically downwards 5 times, and r8 is rotated vertically
downwards 4 times, then the binary result in the rotation process is defined into ASCII characters. The results
of the encryption step cycle with the VBR algorithm are in Table 3.

Table 3. Binary rotation results in the encryption process

Bit Table ASCII
0 1 0 0 0 1 0 0 44
0 1 0 0 0 1 1 0 46
0 1 0 1 1 1 1 1 5F
0 1 0 0 1 0 0 0 48
0 1 0 0 0 1 0 1 45
0 1 0 1 0 1 0 0 54
0 1 0 0 0 1 1 0 46
0 1 0 1 1 0 0 1 59

Next, the ASCII characters in Table 3 are defined as letter characters as encryption codes or called
ciphertext. The cliphertext results can be seen in Table 4.
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Table 4. Ecryption result with VBR
Cliphertext  ASCII Bit Table
D 44 0 0
F 46
5F
48
45
54
46
59

< m 4 m I

O O O O O o o o
e
O O O O o o o o
m O kB O O + O

m O O O Kk Kk O

O B B P O Rk Rk
OO B O O O B +» O
m O O kB O Lk O O

Based on Table 4, the encryption result of the INTERNET textisDF_HETFY.

3.2 Decryption Process

The decryption stage is different from the encryption stage, namely by shifting the bits of the
cliphertext vertically upwards. So every r in Table 4 is shifted or rotated vertically up as much as the key in
each binary column. The results of the rotation at the decryption stage are in Table 5.

Table 5. Rotation results in the decryption process
Bit Table ASCII
0 49
4E
54
45
52
4E
45
54

O O OO0 O o o o
N = T = T e T T ==
O 0O 0 o0 oo o o
R O O Fr O Fr O

OO Fr OO0 O R R
R P, PO R Rk PO
OO kFr kP OO FrR O
O P OO P O O -

In Table 5, the bit values have been converted to ASCII characters, then to find the original text or
plaintext, the ASCII characters are defined in character form. The results of the decryption with the VBR
algorithm are in Table 6.

Table 6. Decryption result with VBR

Cliphertext ASCII Tabel Bit
| 49 0 1. 0 0 1 0 0 1
N 4E 0 1.0 0 1 1 1 0O
T 54 0 1. 0 1 0 1 0 O
E 45 0 1 0 0 0 1 0 1
R 52 0 1 01 0 0 1 O
N 4E 0 1. 0 0 1 1 1 o0
E 45 0 1 0 0 0 1 0 1
T 54 01 01 0 1 0 O

Then the result of the description is back with the character INTERNET.

4. CONCLUSION

Based on the results of this study, simulation of encryption and description by applying the Vertical
Bit Rotation (VBR) algorithm of sample text characters using 10, 11, 7, 3, 2, 7, 5, and 4 bit rotation keys
produces encryption codes with variations of ASCII characters. which is quite complicated. So that the VBR
algorithm can be trusted as a data security algorithm and the use of the VBR hash function can guarantee data
security to avoid attempts to open encryption by cryptanalysis.
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