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 Communication is something that cannot be separated from humans as social 
creatures. Images are the most commonly used visual communication in 

today's era. On the other hand, sending images via wireless networks is very 

vulnerable to piracy. AES, as one of the best cryptographic algorithms, can be 

applied as a solution. Even so, the AES algorithm still has weaknesses, which 

are weak against linear attacks and differential cryptanalysis. One solution to 

overcome the weaknesses of the AES algorithm is to use a stronger S-box. One 

of the methods to measure the strength of an S-box is the Strict Avalanche 

Criterion (SAC). The dataset is divided into four categories based on the image 
type and size of the pixels. Data that has been encrypted using the proposed 

algorithm will be compared with data that has been encrypted using the 

standard AES algorithm. Cipherimages (encrypted data) are tested using 

histogram analysis, information entropy, and sensitivity analysis. The results 
obtained from cipher image testing are differences in histogram analysis 

testing in grayscale and color images. The information entropy value is 

0.000131583% better than the AES standard, the NPCR is 0.17613% better 

than the AES standard, and the UACI value. 0.211148% better than AES 
standard in sensitivity analysis testing. Based on these data, the proposed 

algorithm has a higher level of security than the standard AES algorithm on 

image encryption. 
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1. INTRODUCTION 

Not only in the form of text, humans now can communicate with audio, visual, and even audio-visual. 

Images are the most commonly used visual communication in today's era. Pictures complement spoken and 

written language in explaining the existence of an object so that images have a very big role in the modern 

world [1]. The user of image media in visual communication via the internet has increased every year, and this 

is evidenced by data from the 2020 APJII Internet Survey Report in Indonesia, which has increased by 8.9% 

from the previous year. While on the other hand, sending images via wireless networks is threatened with being 

hacked [2]. One solution that can be applied is to use encryption or cryptography. In a broader meaning, 

cryptography is defined as a tool to maintain message security [3], [4]. 

Advanced Encryption Standard (AES) belongs to the category of modern cryptography using 

symmetric keys. AES implements encryption in the block cipher format. AES replaced the Data Encryption 

Standard (DES) as the Federal Information Processing Standard (FIPS) since 2001. In image encryption, AES 

will replace the value of each pixel block with a new value from the encryption results. The plaintext is obtained 
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from the process of reading the color intensity information of each pixel in the image [4, 5] so that the output 

value will be represented in the form of pixel color values [7]. 

With its various advantages, AES still has weaknesses. In 2007, by analyzing ciphertext to get the 

plaintext, Warren D Smith showed that the AES algorithm was still vulnerable to linear cryptoanalysis attacks 

[8]. Then in 2011, Lacko-Bartošová succeeded in obtaining 8-bit subkeys by performing linear attack and 

differential analysis on the two-round AES algorithm [9]. The use of a more powerful S-box can be one solution 

to overcome this problem. 

One method to measure the S-box strength is to calculate the value of its Strict Avalanche Criterion 

(SAC)[10]. SAC calculates the power of the S-box by changing 1-bit input, and it is expected that half of the 

output bits will change, so the ideal value of SAC is 0.5. If the SAC value of an S-box gets closer to 0.5, the 

stronger the S-box will be [11]. 

The data in this study were obtained from www.imageprocessingplace.com with 2 additional images. 

The data used are 10 images which are then divided into 4 categories based on the type and size of the pixels. 

The objectives of this research are to increase the security of the AES algorithm by replacing the S-box based 

on the SAC value[12]. 

 

2. METHOD 

 

2.1. Dataset 

The data in this study were obtained from www.imageprocessingplace.com with 2 additional images. 

The data used are 10 images which are then divided into 4 categories based on the type of images and size of 

the pixels, grayscale images measuring 256 x 256 pixels, color images measuring 256 x 256 pixels, grayscale 

images measuring 512 x 512 pixels, color images measuring 512 x 512 pixels. The data used are shown in 

Figure 1 to Figure 10. 

 

 

Figure 1. 

Black_256 

 

Figure 2. 

white_256 

 

Figure 3. 

lena_gray_256 

 

Figure 4. 

lena_color_256 

 

Figure 5. 

lena_gray_512 

 

 

Figure 6. 

mandril_gray 

 

Figure 7. 

peppers_color 

 

Figure 8. 

lena_color_512 

 

Figure 9. 

mandril_color 

 

Figure 10. 

peppers_color 

 

 

2.2. Experimental Stage 

In this study, images will be encrypted with the standard AES algorithm and the proposed AES 

algorithm. In each algorithm, the image will be encrypted in 3 types AES, AES-128, AES-192, and AES-256, 

and for each kind of AES, the image will be encrypted in 5 cipher block modes ECB, CBC, OFB, CFB, and 

CTR, so that from 1 plaintext image will produce 15 ciphertext images (cipher image) in each algorithm. 

Cipherkey used for AES-128 is "1234567890123456", for AES-192 is "123456789012345678901234", and 

for AES-256 is "12345678901234567890123456789012". Initialization Vector (IV) used in each block mode 

cipher is obtained from the Key Derivation Function (KDF) that cipher key entered [13]. Each encrypted image 

was tested using the methods histogram analysis, entropy information, and sensitivity analysis. Then the results 

of these tests are averaged and compared so that conclusions can be drawn. The flow of the proposed AES 

algorithm design is shown in Figure 11. 
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Data is read and written in line from the initial pixel or the top-left pixel (0,0) to the right to the end 

of the image width in the first line, then to the second line, and so on until the last pixel or the bottom right 

corner pixel (width, length) in one color channel down to the last color channel [14]. The pixel value that is 

read or written is in the processed channel level range 0 - 255. The value is read as a decimal value so that it 

can be converted into a binary or hexadecimal value to be processed in the AES algorithm [15]. PKCS#7 [16] 

padding is used when there is an image that is not in size. 

 

 
Figure 11. The flowchart of the proposed AES algorithm 

 

2.2.1. S-box based on SAC value 

In the standard AES algorithm, the irreducible polynomial used to build the S-box is 𝑚(𝑥) = 𝑥8 +
𝑥4 + 𝑥3 + 𝑥 + 1 [17]. This S-box has a SAC value of 0,50488. The standard AES algorithm s-box is shown 

in Figure 12. 
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Figure 12. S-box AES algorithm standard 

 

Based on the research of Alamsyah et al. [11], the S-box that has an excellent SAC value is constructed 

with an irreducible polynomial 𝑚(𝑥) = 𝑥8 + 𝑥5 + 𝑥3 + 𝑥2 + 1 and has a SAC value of 0.49927. The S-box 

is shown in Figure 13. 

 

 

 
Figure 13. Proposed S-box 

 

The S-box in Figure 13 is used in the proposed algorithm. The S-box has a distance of 0.00073 with 

the ideal SAC value. In other words, the difference is smaller than the standard AES algorithm S-box which 

has 0.00488. 

 

2.3. Research Methods 

2.3.1. Histogram Analysis 

The histogram of the original image or photo with the cipher image must have a different value of 

distribution so that the cipher image is not easily carried out by statistical attacks [18]. To see the difference in 

the histogram, the number of pixels in the i-th size pixel is calculated and then compared with the number of 

pixels of the i-th size of the ciphertext. The value of i is an intensity value of 0 – 255, so there is a maximum 

of 256 differences. 

 

2.3.2. Information Entropy 

In image encryption, entropy is defined as a measure of the randomness of information that can interpret 

the source or form of the information on average [7], [18]. The entropy calculation is stated in equation 1. 
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 𝐻(𝑥) = ∑ 𝑃(𝑥𝑖)
2𝑁−1
𝑖=0 log2

1

𝑃(𝑥𝑖)
                    (1) 

 

𝑃(𝑥𝑖) represents the number of possible 𝑥𝑖. Because the maximum pixel value in the possible image 

is 256 or 28, the maximum entropy value that can be generated is 8. 

 

2.3.3. Sensitivity Analysis 

Sensitivity analysis is used to calculate significant differences in ciphertext by changing to a minimum 

the cipher key or plaintext. Sensitivity analysis is divided into 2, namely key sensitivity and plaintext 

sensitivity. Key sensitivity compares the two ciphertexts that are generated from the cipher key and the cipher 

key, which is changed by one bit. Meanwhile, plaintext sensitivity compares two ciphertexts that are generated 

from plaintext and plaintext, which is changed by one bit. The sensitivity analysis value is obtained by 

calculating the NPCR (number pixel change rate) value and the UACI (unified average changing intensity) 

value. NPCR is shown in equation 2, and UACI is shown in equation 3 [7]. The ideal value that can be generated 

from the NPCR and UACI is 100%. 

 

  𝑁𝑃𝐶𝑅 =  
1

𝑀𝑁
∑ ∑ |Sign(𝐶1(𝑖, 𝑗) − 𝐶2(𝑖, 𝑗))| × 100%𝑁

𝑗=1
𝑀
𝑖=1      (2) 

 𝑈𝐴𝐶𝐼 =  
1

𝑀𝑁
∑ ∑ |

Sign(𝐶1(𝑖,𝑗)−𝐶2(𝑖,𝑗))

255−0
| × 100%𝑁

𝑗=1
𝑀
𝑖=1       (3) 

 

Where: 

𝐶1 and 𝐶2 are the images to be tested. The 𝑠𝑖𝑔𝑛(𝑥) function will return the value 1 if 𝑥 > 0, value 0 if 𝑥 = 0, 

and value -1 if < 0. 

 

3. RESULTS AND DISCUSSIONS 

 This section presents the results that have been obtained from the research that has been carried out. 

The results displayed are divided based on the research methods, histogram analysis, information entropy, and 

sensitivity analysis. 

 

The results of the histogram analysis are shown in Table 1. 

 

Table 1. Histogram analysis results 

Algorithm Grayscale Red Green Blue 

AES 239.9555556 255.9333333 255.8333333 255.9833333 

Proposed 239.9777778 255.9666667 255.9000000 255.9166667 

 

 

 The result of the information entropy analysis is shown in Table 2. The proposed method has higher 

value than the algorithm AES standard with a value of 7.837736233. 

 

Table 2. Information entropy results 

Algorithm Information Entropy 

AES 7.837725707 

Proposed 7.837736233 

 

 The results of sensitivity analysis are shown in Table 3. The results of NPCR and UACI were obtained 

from the average NPCR and UACI key sensitivity and plaintext sensitivity. The proposed method has higher 

value than algorithm AES standard with an NPCR value of 69.6934% and a UACI value of 23.4140%. 
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Table 3. Sensitivity analysis results 
Algorithm Key Sensitivity (%) Plaintext Sensitivity (%) Average (%) 

NPCR UACI NPCR UACI NPCR UACI 

AES 99.6242 33.0171 39.4104 13.3886 69.5173 23.2028 

Proposed 99.5430 33.4475 39.8439 13.3804 69.6934 23.4140 

 

 To get more detailed results, the results of each method in algorithm AES and proposed algorithm are 

compared with one another. The results comparison of the cipher image each algorithm in Table 4, and the 

results comparison of the ideal distance each algorithm's cipher image test are shown in Table 5. 

 

Table 4. The results comparison of the cipher image each algorithm 
Alg. Histogram Analysis Information 

Entropy 

Sensitivity Analysis (%) 

Grayscale Color NPCR UACI 

AES 239.955556 255.916667 7.837725707 69.5173 23.2028 

Proposed 239.977778 255.927778 7.837736233 69.6934 23.4140 

 

Note: The bold fonts style shows the best value compared to the other algorithm. 

 

Table 5. The results comparison of the ideal distance each algorithm's cipher image test 
Alg. Information 

Entropy 

Sensitivity Analysis (%) Average 

NPCR UACI 

AES 0.162274293 30.4827 76.7972 35.814058542 

Proposed 0.162263767 30.3066 76.5860 35.684960144 

 

Note: The bold fonts style sign shows the best value compared to the other algorithm. 

 

 Based on Table 4 and Table 5, the distance between the ideal value of the proposed algorithm is 

smaller with a value of 35.684960144 than the standard AES algorithm with a value of 35.814058542. 

 

4. CONCLUSION 

In this study, the cipher image generated by the proposed AES algorithm was tested using histogram 

analysis, information entropy, and sensitivity analysis, then the test results were compared with the test results 

of the standard AES algorithm. As a result, the proposed algorithm is safer than the standard AES algorithm. 

This is evidenced by the proposed algorithm's ideal value distance smaller than the standard AES algorithm. 

For future research, the results can be better if the variety of data used is more diverse. 
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