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Data mining shows a balance between precision (59.46%) and recall
Online transactions (62.05%), although this study is limited by data quality and
Payment fraud basic assumptions of Naive Bayes. In future research, it is

worth considering the use of additional features or more
complex data processing to improve the performance of
fraud detection in online transactions. This research provides
important insights in the fight against financial crime in the
context of electronic commerce.
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1. Introduction

The development of information and communication technology today has made
it easier for people in the process of providing and receiving information [1]. People
can now communicate without being constrained by distance, space, and time
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constraints [2]. Along with these technological advances, people are also expected
to be able to keep up with ongoing developments [3]. Information technology has
changed the public landscape, created new types of businesses, and opened up new
career opportunities for workers[4]. One aspect of information technology that is
experiencing rapid development is the internet, which was originally designed as
a private channel for research and academic purposes, but is now widely used by
businesses for various services. One of the results of internet advancement is
electronic commerce (e-commerce) [5].

E-commerce can be defined as a business activity that connects consumers,
manufacturers, service providers, and intermediaries through computer networks,
namely the internet [6]. E-commerce consists of two main areas, namely trade
between companies and trade between companies and consumers. The use of the
internet in economic activity is increasing, including an increase in the number of
people using online shopping platforms (e-commerce) as a way to make
transactions [5].

Technological advances have two different sides: Facilitating its users in various
aspects of life, it can also be used for harmful purposes, such as fraud in digital
business [7], [8]. In the context of digital business (e-commerce), electronic
commerce has become a popular phenomenon and if technological developments
continue, there will be a massive shift from conventional trade to electronic
commerce [9]. E-commerce applications are created to bring producers and
consumers closer together. These applications allow interactions between
producers and consumers to occur remotely, even between countries and
continents [9]. People who purchase various goods and services through the
internet media are referred to as e-commerce consumers [10]. The definition of a
consumer in Law Regulation No. 8 of 1999 concerning Consumer Protection, Article
1 Paragraph 2, states that a consumer is any person who uses goods and/or services
available in the community, both for the benefit of oneself, family, others, and
other living beings and not for trade [9].

Payment fraud is also an issue that often arises in transactions through electronic
media. According to eMarketer, worldwide e-commerce sales increased 27.6% in
2020 and will increase 14.3% in 2021, reaching nearly $5 trillion. Such a large
amount of money attracts the attention of fraudsters, which can lead to huge
monetary losses [11]. Several studies have investigated various strategies to
mitigate the problem of fraud in e-commerce [12]-[14]. From some of the existing
studies, machine learning approach becomes a fairly reliable method to analyze
fraud in e-commerce.

Naive Bayes classification is one of the machine learning algorithms that can be
implemented in data analysis to classify data into appropriate categories. This
method is based on Bayes' theorem which assumes that all data are independent
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of each other [15]. By applying this algorithm, we can identify patterns or
characteristics that indicate whether there is fraud in online transactions.

This research aims to analyze payment fraud in e-commerce transactions. This
research uses a machine learning approach using the Naive Bayes algorithm. In
addition, a holistic approach in data collection, data cleaning and data analysis is
implemented to produce a machine learning model with maximum performance

2. Method

Data Collection

The method used in this study begins with data collection and preparation
consisting of a fake dataset that includes various attributes of online transactions
such as product price, shipping cost, payment method, and delivery speed. This
dataset can be accessed online on the Kaggle platform. The source of the dataset
used in this research  can be accessed at  the link
https://www.kaggle.com/datasets/ealaxi/paysim1. The dataset has been used by
several previous studies, so the validity of the dataset can be trusted. This dataset
is generated using a simulator called PaySim as an approach to the problem.

Data Preprocessing

The data then undergoes a preprocessing stage which includes handling missing
values, encoding categorical features to enable processing by the model, and
splitting the data into features that will be used for classification model building
and the target to be predicted, which is the fraudulent status of the transaction.

Modelling

Once the data is ready, the next step is to create a classification model using the
Naive Bayes algorithm. This model aims to learn patterns in the data relating to
fraudulent or non-cheating transactions. Naive Bayes is a straightforward
probabilistic machine learning algorithm that relies on Bayes' theorem and
assumes independence between features [16], [17]. The classifier calculates the
posterior probability for each class and selects the class with the highest
probability as the prediction class [18]. The Naive Bayes algorithm was chosen
because of its good ability to handle categorical data and its simple yet effective
assumption in many cases [19].

After modelling, validation was performed using the K-Fold cross-validation
method. K-Fold cross validation divides the dataset into k equal subsets, where
each subset is used as test data once while using the other k-1 subsets as training
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data [20]. This helps ensure that the resulting model is able to generalize patterns
from the data as well as analyze new data or inputs well.

Model Evaluation

Finally, model evaluation is performed using various metrics such as accuracy,
precision, recall, F-measure, and area under the ROC curve. These metrics provide
a comprehensive understanding of the model's performance in detecting fraud in
online payment transactions. The metrics are calculated using the confusion
matrix. The confusion matrix table can be seen in Table 1.

Table 1. Confusion matrix table

Classification Predicted class
Yes No Amount
Actual Class Yes TP FN P
No FP TN N

Each metric is defined as follows:
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Accuracy: the number of visits that are correctly classified.
Precision: the number of visits correctly classified by the system divided by
the number of all visits correctly classified by the system [21].

TruePositive (TP) (1 )

Precision = — —
TruePositive (TP) + FalsePositive (FP)

Recall: the number of visits correctly classified by the system divided by the
number of positive visits in the test set.

TruePositive (TP) (2)
TruePositive (TP) + FalseNegative (FP)

Recall =

F-measure: measures Recall and Precision simultaneously, it represents a
balance between the two.

2 * Precision * Recall
F — Score = (3)

Precision + Recall

ROC (Receiver Operating Characteristic): measures classification
performance at various threshold settings by showing how well the model
is able to classify visits. It considers the trade-off between precision and
recall.

Computation time: The training and evaluation time of the algorithm.



3. Results and Discussion

Of the total 200 transactions in Table 2, 51.5% (103 transactions) were not
fraudulent, while the remaining 48.5% (97 transactions) were detected as
fraudulent. In terms of delivery method, there are two main categories: express
and standard delivery. Out of 200 transactions, 29% (58 transactions) of them were
identified as fraud in express delivery, while the remaining 18.5% (37 transactions)
were detected as fraud in standard delivery. Data was blank on the shipping
method for 1% (2 transactions) of fraud. Meanwhile, in the payment method
analysis, there were two main options: credit card and PayPal. Out of a total of 97
fraudulent transactions, 46.39% (45 transactions) were related to credit card usage,
while 52.58% (51 transactions) were related to PayPal. 1.03% (1 transaction) of
frauds were not identified with a clear payment method. It should be noted that
the percentage of fraud varies between payment and shipping methods, with
PayPal tending to have a slightly higher percentage of fraud than credit cards, and
express shipping having a higher percentage of fraud than standard shipping.

Table 2. Description of Dataset Characteristics (N = 200)

Count of transaction_id Fraud

Row Labels No Yes Grand Total
<0 or (blank) 2 1 3
0-199 101 96 197
Grand Total 103 97 200
Count of delivery_speed Fraud

Row Labels No Yes Grand Total
Express 42 58 100
Standard 61 37 98
(blank) 2 2
Grand Total 103 97 200
Count of payment_method Fraud

Row Labels No Yes Grand Total
Credit Card 53 45 98
PayPal 49 51 100
(blank) 1 1 2
Grand Total 103 97 200

In this study, we apply the Naive Bayes classification method to predict whether a
transaction is fraudulent or not. After dividing the dataset into training set and
testing set, we train the model using the training set, and then test its performance
using the testing set.
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Figure 1. Comparison chart of evaluation results on accuracy, precision, recall, f-
measurements, and ROC area metrics
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Figure 2. Comparison of the time taken by the model to analyze training
and testing data

The evaluation results in Figure 1 show that when we use a value of K = 7 in the
Naive Bayes algorithm, we achieve the best performance with an accuracy of
61.03%. The performance was evaluated using standard evaluation metrics such as
precision, recall, F-measure, and area under the ROC curve. A comparison of the
results of each matrix can be seen in Table 3.
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Table 3. Comparison of evaluation matrix results
K Accuracy Precision Recall F-Measure ROC Area

3 0,595 0,580 0,587 0,583 0,595
5 0,605 0,579 0,616 0,593 0,600
7 0,610 0,595 0,621 0,605 0,605
10 0,600 0,568 0,579 0,579 0,589

In this study, we found that the precision of 59.46% indicates that most of the
transactions predicted as fraudulent by the model are actually fraudulent.
Meanwhile, the recall of 62.05% indicates that the model can identify most of the
actual fraudulent transactions. The F-measure of 60.52% reflects the balance
between precision and recall.

From the explanation of the research results above, it is known that the machine
learning model created using the Naive Nayes algorithm generally has a fairly good
performance. However, this study has several limitations, namely dependence on
the quality of the data used, the basic assumptions of the Naive Bayes method, and
the size of the dataset can affect the performance of the model. In future research,
it is recommended to consider using additional features or more complex data
processing to improve the predictive ability of our model.

4. Conclusion

This research aims to analyze the possibility of fraudulent transactions in e-
commerce. This research uses a machine learning approach with the Naive Bayes
algorithm to create a payment fraud analysis model. In this study, applying Naive
Bayes classification to predict fraudulent transactions we found that by using a
value of K = 7, our model achieved the best accuracy of 61.03%. Nonetheless, the
evaluation of other metrics such as precision, recall, and F-measure shows that the
model has a balanced performance in identifying fraudulent transactions.
However, this study has limitations in data quality and basic assumptions of the
Naive Bayes method. In future research, it is recommended to consider using
additional features or more complex data processing to improve the predictive
ability of our model.
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